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Abstract. We propose a reference frame independent quantum key distribution (RFI-QKD),
allowing three legitimate parties to share a common secret key without alignment of reference
frames in their quantum channels. We relax perfect state preparation assumption by employing
loss tolerant technique, making the proposed protocol suitable for practical applications. The
results show that the proposed RFI-QKD with an imperfect source is comparable to the RFI-
QKD with a perfect source. Moreover, we investigate the impact of reference frame misalignment
on the stability of our protocol when the reference frames drift by various misalignment
angles. Moreover, we demonstrate that our protocol is not heavily affected by an increase
in misalignment of reference frames and it finds immediate applications in quantum networks.

1. Introduction

Quantum key distribution (QKD) provides information-theoretically secure communication by
exploiting the laws of quantum mechanics to detect an eavesdropper [I]. Since the inception
of the primitive BB84 protocol [2], considerable theoretical and experimental efforts have been
accomplished to improve the security and implementation of QKD. However, several challenges
remain for QKD to become fully adopted in securing communication. One of the challenges is
a requirement for an aligned reference frame between the communicating parties [3]. However,
Laing et al. (2010) proposed the reference frame independent (RFI) protocol to address
this problem of alignment [4]. Typically, various QKD security proofs assume perfect state
preparation. But, in practical implementations, this is impossible due to inherent deficiencies
of photon sources. Thus, Tamaki et al. (2014) recently proposed a loss-tolerant protocol that is
robust against channel losses due to state preparation flaws and capable of attaining key rates
comparable to a protocol that assumes perfect encoding [5]. Considering that this protocol is
resource-efficient, we employ the loss tolerant technique in our security proof, which makes the
proposed protocol suitable for practical applications.

Against this background, we harness the loss tolerant protocol and derive the security bounds
under the imperfect state preparation for the three-party RFI protocol. Also, we demonstrate
that the number of communicating parties can be further extended and still achieve a secret
key rate and transmission distance comparable to the traditional two-party QKD. We organise
this work according to the following. First, section 2 describes the operation of the proposed
protocol, and in section 3, we derive its security bounds. Then, in section 4, we discuss the
simulation results and finally, in section 5, we conclude.
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Figure 1: The schematic diagram of the three-party RFI-QKD protocol. Alice starts by
preparing two-photon entangled state using an SPDC source. The acronyms IM, BS and SPD,
stand for intensity modulator, beam splitter and single-photon detector, respectively.

Spontaneous Parametric Down Conversion
2. Operation of the proposed protocol
Alice starts by preparing a two-photon entangled state using a spontaneous parametric down-
conversion source (SPDC). She applies phase modulation in these entangled photons using
the same basis chosen from three Pauli encoding bases, X, Y, and Z. The two photons are
delivered to Bob and Charlie via insecure quantum channels. Upon receipt of photons, they
measure them using any of the three randomly selected measuring bases, {X,Y, Z} to guess the
S/ﬁice preparation basis. Bob and Charlie’s measurements are defined by the positive-operator
valued measures (POVMs) {Mog, Myg, My}, where My s (M) with 3 € {X,Y, Z} corresponds
to obtaining the bit value 0 (1) when Bob and Charlie chooses the basis § and M ¢ represents an
inconclusive event and is assumed the same for all bases. In this protocol, Alice, Bob, and Charlie
share a common aligned measurement basis Z4 = Zp, Z4 = Z¢ while other measurements bases
X and Y are allowed to vary by an arbitrary angle 3 slowly (See Figure [I). Due to drift in
reference frames, the measurement bases complementary to the Z basis are given by Xp =
cos X4 +sinBYs, Xc = cosBX 4 +sinBY,, and Yz = cosfY4 —sin 8X 4, Yo = cos BY 4 —sin BX 4. I
We consider the asymmetric basis choice in which the Z basis is chosen with probability
Dy > % and the complementary bases, {X, Y} with probability p. = 1 —p, [6]. The three parties
uniformly choose a random bit r; € {0,1} to encode information for their chosen basis. The
first steps of the protocol are repeated until they have exchanged enough qubits for the sifting
process. All the parties announce their basis choices over an authenticated classical channel and
proceed with parameter estimation. The raw key is extracted from cases where Alice prepared
her states in the Z basis while Bob and Charlie measured their received qubits in the Z direction.

Upper ca

3. Security Analysis

After the sequential transmission and measurement of optical pulses, Alice, Bob, and Charlie
possess partially correlated bit strings. They proceed with the parameter estimation step
to deduce the bit error rate in the key basis. The quantum bit error rate is given by
Ezz7 = %, where Z4 represents that Alice sends the two states prepared in the Z
basis while Zp and Z¢ denote that Bob and Charlie’s measure received states in the Z direction,
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respectively. The measurement results in the complementary bases are used to estimate the
information that has leaked to Eve. To compute Eve’s knowledge on the key, we consider a
depolarising channel Ez;z < 15.9% [4]. The bound is given by [7]

1 + Umax 1 + U(Umax
Ip=(1- EZZZ)h<2a> - Ezzzh<(2a)> + Ezzz10g,7, (1)

where tUmax = min[lElzzz«/CM,l and v(tmax) = \/;*g [0/4_ (1 _EZZZ)%,%MX] /Ezzz7. The

statistical quantity C defined as

C=(XaXpXc)® +(XaYpXc) + (XaXpYe)® + (YaXpXc)? + (YaYpXc)? + (YaXpYe)?

2
+ (YaYBYe)® + (XaYBYe)?, @

—where C is independent of 8, (I'aI'pl¢) (with I" € {X,Y}), corresponds to the expectation
that Alice prepares two states in the basis I'y while Bob and Charlie measure received states
in basis I'p and I, respectively. To estimate C, the angle § is assumed to vary slowly in time
short enough to allow for the exchange of keys. The expression in [2| can be rewritten as

C=(1-2Exxx)*+(1-2Exxy)*+ (1 —2Exyy)*+ (1 — 2By xx)* + (1 — 2Eyyx)?

2 2 2 (3)
+(1-2Exyx)°+ (1 —2Eyxy)” 4+ (1 —2Eyvyy)~.

To compute C, we employ a loss tolerant technique which takes into consideration the
imperfections in the phase modulation of photons [5]. The actual states that Alice prepares

is |¢oz) = [0z), |¢12) = sin %|0z) + cos F[1z), |pox) = cos <§ + %)\OZ> + sin (% + %)HZ% and

|poy) = cos (% + %)|Oz> + isin (% + %”)\1Z>. These signal states can be written in terms of an

identity and Pauli matrices and their density matrix representation is as pjo = |dja){(¢ja] =

11+ 0o, + 0o, +n}0.), with n?” denoting the coefficients of the Bloch vector of pj, where
a€{X,Y,Z} and j € {0,1}. From this representation of signal states, one can obtain the joint

probability, Y j.; ksmg (w € {X,Y, Z}) that Alice prepares any of the state |¢;,) while Bob and Refer to the
Charlie measures it in the basis § and obtains a bit value s and ¢, by exploiting transmission equation
rate of the Pauli operators and subsequently estimate error rates in |3| used for calculating C. ysing (3) or
Here, we show how to estimate the phase error rate Ex xx; other parameters can be obtained Equation 3

similarly. The parameter Exxx is computed by considering a virtual protocol where Alice
prepares entangled state |¥z) = %(‘0>A|¢QZ>B(C) + 1) ap)|012) B()), (here B and C' denote the

systems sent to Bob and Charlie), and then Alice, Bob and Charlie measure their subsystems
in the X basis. The error rate is expressed as

. Zvi Zvi Zvi Z i Zvi Zvi
Is this refer to the Exxx = (Yox’f&lx + Yo w1k T Yinoxix T Yinoxox T Yinidxox T YOX;V{QOQ
Base ? (

Z vir Z ,vir Z vir Z vir Z vir Z vir
Yox;oxlx + Yox;lxlx + le;oxlx + lex;oxox + le;lxox + YOX;IXOX (4)

Ox;OXOx 1x§1X1X

+ YZ,vir + YZ,vir )

where Y2V denotes the joint probability that Alice, Bob and Charlie measured |jx),
Jxikxmx

|kx) and |mx), respectively. In this hypothetical protocol, the state of pulses received by Bob

(Charlie) can be expressed as }{c.;, = Tra[P(ljx)a)@1pc)P(1¥2) ap(c))]- Here, P(|z)) = |z)(z|

corresponds to a projection operator for a particular pure state |x). The normalized state can

be defined as 5220);” = 6%(0yix /150y, ). The joint probability that Alice, Bob and Charlie

measures |jx), |kx) and |mx), respectively is given by

Z,vir ; B 2 vir A~ 2 vir
}/jX;kaX = p(jX)Tr(DkX UB%jX )Tr(DWLX Gc;jx) (5)
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where Dkx(mx) is the operator that contains Eve’s operation and Bob (Charlie)’s POVM
measurement and p(jy) represent the probability that Alice chooses X basis. Since the

virtual state ag(rc) can also be expressed in terms of identity and Pauli operators as

Thioyix = %(]1 2=y, s (t)as ) It follows that Equation [5| can be rewritten as invk‘;mx =

Z vir .
PUx) 2o x,v,7 Dsliox |s 2ot—x,v,z Bedmy|¢- Lherefore, to obtain Y kaX, it suffices to calculate

the transmission rate of Pauli operators defined by  qum)yis¢) = Tr(Dk(m)xas(t))/2 with
s,t € {1,X,Y,Z}. The parameters n, and n; denote the coefficients of Pauli matrices. To
evaluate the yield of these states we employ the entanglement description where Alice prepares
state |Uy) = \[(|OZ>A|¢OZ> By + |1z)alb12) B(cy) in the Z basis and likewise the preparation of
optical pulses in the complementary bases can be described as a process where Alice generates
|®x) = |0x)al|box)B(c) OF |Py) = [0y)aldoy)B(c)- By using the same method previously described
for the yield of virtual states, we obtain the expression for the yield of actual states as

ij‘i;kﬁmﬁ = p(jOé)Tr(Dkﬁpja)Tr(Dm[spja) =p(ja) Z NsQky|s Z NiGmg|t (6)
s=X.,Y,Z {=X.Y,Z

with p(j) denoting probability that Alice measures her subsystems as state j,. The state pjqo
corresponds to one of the four states defined in Equation [3] The yields of actual states in [6] can
be compactly written as

1
Z Z X Y T T
[YOZ;k5m57ylz;k5m5’YOx;kﬂmﬂ’YOy;kfxmB] :@A[q‘mlﬂ’q’CXIw’q’vxly’q’Cx\z] (7)
A[me|]la Amx|zs Dmx|y» me|z]T
1 0 0 1

1 sin(261) 0 —cos(261)
1 cos(203) 0 sin(20s)
1 sin(203) 0 0

can be applied to determine the yield of virtual states in terms of transmission rate as follows

where A = . Here, ©; = T + 52 and O3 = 3T 4 73 The same logic

. . 1
Z,vir Z,vir
Yo eemas Yieoams ] = @B[qu\lhmcx\zvqukw i 2) Clllx 15 Qe 2 T ys D |2] (8)
Seems that this part need to be clarified. Please see the comment at the end of the
manuscript (Comment 1)
(1+sindy) sindi (1l +sindy) cosd1(l+sindy) O ()
(1 —-sind;) —sindi(l —sind;) —cosdyi(l —sindy) Of°

where
B = C =

By combining the results of Equations [7] and [§] we can deduce the yield of virtual states and
subsequently obtain the expression for error rate Exxx.

4. Estimation of key rate
The key generation rate for our proposed RFI QKD protocol is given by

r= ZZZ( IE) frcQl 27 EY 7). (10)

To estimate the above parameters, we consider the channel model proposed in [7], where the
yield of actual states is expressed as

Y32 hams = Zp nly) ZC (nst) (1 = npt)" " (($rsldja))? Zp nly) Z T (net)’

n=0 (11)
x (1 *77015) "(Smpldia))*x(n),
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where y(n) = 4+ Y0 Hn>00 4 em — w1 — i) s the binomial coefficient. The
Yo(1—-Yp) ifn=0

term p(n|y) = (n+1)(2)"/(1 + %)"** denotes probability that the source emits n-photon pulse

when modulated with intensity 7. The parameter 7p(c) represents efficiency of Bob (Charlie)’s

detection system and t denotes the total transmittance of the quantum channel. Yy corresponds

to the background count rate. According to the decoy-state theory, the overall gain is [§]

Jaskgmeg 9

o0 n 1
QY = E yn'ui'e*u = ,{ [1 +(1— ed)[e(*ﬂBtJranBt)’Y —e B _ (1~ ed)enmtu
n!
=0 (12)

% [1 4 (1 _ ed)[e(*ncternct)v — e bnent _ (1 _ 6d)encvtu }7

where a = ((¢rsldja))?® b = ((dmpldja))? and eq corresponds to the erroneous detection.
Additionally, the overall gain in the Z basis is expressed as

Iz Y Z,p Z,p Z, Z,p Z,p Z,p
Z77 —(QOZ;OZOZ + Qoz;ozw + QOZ;IZOZ + QOZ;lZlZ + le;ozoz + QIZ;OZIZ + QlZ;lZOZ

(13)
Z,

+ Q1Z’f1z1z)
and the corresponding quantum bit error rate is EY,, = ("‘Qg’zl;omz + Qg’z‘jlzoz + Q?ZﬁquZ +
Qf’zﬁozoz + le’Z#;LOZlZ + Q1Z7ZL;1ZOZ)/QZZZ' The gain for single photon components in the Z basis
. 1 vEl Z,1 Z,1 Z,1 z,1 z1

is expressed as Ql,, = e M(Yoz;ozoz +Yoz0z12 T Yozaz0z + Yozaziz ¥ Yizozoz T YiZoz12 +
Y1ZZ’;11 20z + Yé}l s12)- The parameter I% is estimated from value of C' and upper bound on the

error rate, E}gZ from single-photon contributions as shown in Equation The parameter Eégz

is estimated from the yield of single photons as follows

L.,U “w n -\ . —u 1,L 1,L 1,L 1,L
EZZZ - (EZZZQZZZ - €0Y0€ ~\e (YVOZ;OZOZ + YOZ;OZIZ + YOZ;lZOZ + YOZ;lZlZ

1,L 1,L 1,L 1,L
+ YlZ;OZOZ + YlZ;OZlZ + Y1z;1zoz + Y1z;1z1z)>v

(14)

2 2_,2
where in’;Lkﬁmﬁ = Tﬁﬂ {Q;’a;kﬁmﬂe” — Ql’j‘a;kﬁmﬁzj — ”MQ Qo}. The values Qu.jaks, Qujaks are
gains obtained on conditional probabilities that Alice and Bob measure the states ja, kS while

Qo is the background gain.

5. Simulation results

We simulate the performance of the proposed protocol on a fiber-based QKD system model.
The plots in Figure [2a] were obtained with 6 = 0.35, § = 0.20 and é = 0.10, which correspond to
deviation of 20.05°, 11.46° and 5.73° from the desired phase angle, respectively. For comparison,
we plotted the curve for 6 = 0, which corresponds to a perfect encoding scenario. The
characterization of parameter J is based on its relation to the extinction ratio according to the
definition; | tan(6/2)|? = 7e, [10]. The non-zero extinction ratio is mainly due to imperfections in
phase modulators and is of order 1073 in typical experiments. For this value of extinction ratio,
we obtain § ~ 0.063, but in our simulation, we chose pessimistic values to estimate encoding
imperfection to demonstrate the robustness of our proposed protocol against source flaws. The
results demonstrate that the key rates achieved are comparable to the perfect encoding scenario
despite increased encoding flaws. In Figure we simulate the secret key rate for three-party
RFI protocol as a function of transmission distance for fixed misalignment degree 8 = 0,7 /5, 7 /6
and 7/7. Despite the increase in misalignment of reference frames, the achievable key rates are
comparable to when there is no misalignment in reference frames (when § = 0). Also, we
simulate the key rate for the two-party RFI protocol (red lines) for the same parameters in
Figure and Figure It is evident from both figures that the two-party RFI protocol
outperforms our proposed three-party RFI protocol in terms of achievable secret key rate for



Just a simple suggestion. (The Author can omit the suggestion)
| suggest to change the way on how the parameter Beta changes. For example can be done
by an arrow or any other form to avoid to say "From the left to the right".

100 ‘ ‘ ‘ ‘ ‘ 100
—— 2-party RFI QKD ——2-party RFI QKD
— 3-party RFI QKD NS ——3-party RFI QKD
. = S
g 10° = 10°
5 g
H @
=S -
2 >
< g
5 10 T 10
S 10 § 1077
195}
10715 ; ; ; ; ; 10'15 ; ; ; ; ; ; 1
0 50 100 150 200 250 300 0 50 100 150 200 250 300 350
Distance, km . Distance, km
(a) (b)

Figure 2: Comparison of our protocol with the two-party RFI protocol, (red lines). (a) Expected
secret key rate (in logarithmic scale) for the proposed protocol (blue lines) as a function of
distance measured in km, for the fixed encoding source flaws §. From left to right, the curves
represent § = 0.35, 6 = 0.20, § = 0.10 and 6 = 0 (blue solid line). The relative rotation of
reference frames is set at 8 = 7/5. (b) Expected secret key rate for the proposed protocol (blue
lines) as a function of distance measured in km, for the fixed misalignment degree 3. From left
to right, the curves represent § = n/5, § = 7/6, 5 = 7/7 and § = 0 (blue solid line). The
encoding source flaws are fixed at § = 0.10, dark counts rate, P; = 1.7 x 1075, loss channel
coefficient=0.2 km/dB, detection efficiency n = 14.5%, error correction efficiency, fpc = 1.22
and expected photon number for signal states, 1 = 0.6, and optimal probability, p, = 0.95 [9].

different encoding source flaws and misalignment degrees of 8. Nevertheless, our proposed Rephrase
protocol is more efficient for secure communication involving multiple parties as a secret key|

for each party is produced from a single run of the protocol rather than performing multiple

bipartite QKD protocols to establish a secret key for each party.

6. Conclusion

We presented a three-party RFI QKD protocol to be implemented without alignment between
the parties. We investigated the performance of our proposed protocol for encoding flaws and
despite the state preparation flaws, the key rates achieved are comparable to those of perfect
encoding scenarios. Furthermore, we simulated the secret key rate for the proposed protocol as a
function of transmission distance for different misalignment degrees (8 = /6, 7/8) to investigate
the impact on statistical quantity C' and stability of the protocol. We demonstrated that our
protocol is affected only moderately by an increase in misalignment of reference frames.
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If the error is not present, the author may need to be more clear on the highlighted part, or need to
re-evaluate the simulation.
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