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Privacy amplification for a quantum key ditribution
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Quantum key distribution (QKD) is a process of encoding information in quantum carrier such photons that
is shared between legitimate users (usually referred to as Alice and Bob) in the presence of an eavesdropper
(usually referred to as Eve) [1]. Alice (sender) and Bob (receiver) are connected via two channels namely a
quantum channel and classical channel. A quantum channel can be an optical fibre or free space; it enables
users to exchange quantum information (single photons). A classical channel can be a computer network or
a telephone line; it is used for the analysis of the transmitted information, the evaluation of the efficiency of
the system and elimination of any error committed during the communication [1].

Since the introduction of QKD, many protocols have been proposed which can ensure the security of ex-
changing information [2-5]. The implementation of these protocols exploits the laws of Physics by using
binary encoding based on phase, polarisation or time-bin degrees of freedom and achieves a secret key rate
of at least one bit per photon [1, 6].

The implementation of a QKD system requires the execution of two major processes, such as quantum trans-
mission and post-processing procedure. The second process is composed with 3 steps namely error estima-
tion, error reconciliation and privacy amplification. This research project focuses on the privacy amplification
where the size of the reconciled key is reduced in order to eliminate any information an eavesdropper could
have gained.
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